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'Download'  
Save on Desktop  Take Print 

http://www.tnscbank.net/
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COMPUTER SECURITY 
 

1. Objective 

2. Physical Security 

3. Logical Security 

4. Network Security 

5. Biometric Security 

 

1.OBJECTIVE 

The number of computer networks is growing rapidly and also the number 
of instructions. With increasing economic importance of computer 

networks, the extent of criminal activates is also growing. Banks have to 
take precautions to protect form the risks. The objective of this is to make 

the reader understand the different computer security environment and 
security mechanisms. To know the controls required to deploy at physical, 

logical and network levels. 

2. PHYSICAL SECURITY 

The point of controlling physical access to information systems to prevent 

unauthorized persons to cause system security incident is likely to exploit 
vulnerability. Giving someone an opportunity to cause system security 

incident is likely to result in some form of loss and is a poor management 
practice. 

The aspects of physical security are intrusion prevention, intrusion 
detection, proper information destruction, document security, power 

protection, water protection, water protection, fire protection and 
contingency planning. Disturbance sensors : These are perimeter 

detection sensors, commonly are fence mounted. 
Barrier detectors : These detection devices send forth a continuous beam 

of energy, a break in which indicates intruder penetration. 
Buried - Line sensors : These are underground cables or instruments 

designed to sense pressure, seismic and magnetic signals. 
Capacitance sensors : These are for small distance. The shift in the 

capacitance, in response to a physical presence in near vicinity, triggers 

corresponding changes in dielectric characteristics in the field between the 
capacitor plates.  

Surveillance: This is accomplished through the use of radar or Closed 
Circuit TV (CCTV). 

More often people talk about computer acquirement about PC Security and 
the problems with equipment theft, they immediately thick about the cost 

replacing lost or damaged equipment, But they often forget the data 
stored stolen computers. In fact, the software and data stored on personal 
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Computers and Lap - Tops is of much greater value than the equipment 
itself. Apart from the fact the data may be confidential or sensitive, one 

has to consider the cost of replacing the lost software and data form 
backup files or if the files were not backed up, rebuilding all files 

databases from scratch, that is the real cost of replacing stolen 
computers! 

 Apart from the cost of replacing the equipment, an even bigger 

problem is getting the replacement equipment to a state where it 
can be used productively. One also needs to consider the loss of 

productivity and possibly business opportunity until the equipment is 
replaced and it‟s ready for use. 

 Make sure that all software, date and databases are backed up 

regularly and that backup media is stored in a safe, protected and 
secure place. 

 If the computer / lap - top is used to store confidential or sensitive 
information, consider encrypting the information so that the data 

cannot be accessed even if the equipment is stolen. 

 
 Consider installing an intrusion detection alarm system protect the 

premises and contents. 
 

 Encourage employees to challenge strangers entering officer areas. 
Employees should also be instructed to ask for identification from all 

services. Maintenance, and delivery personnel. 
 

 Consider using anchoring pads, security cables or an equipment 
alarm system to prevent the equipment 

 
 Make sure there is a complete and detailed inventory of all 

equipment and software. 

Document Security 

> Inventory all records to determine which are vital to the bank. 

> Identify which departments and / or employees are responsible for 

all vital records. 

> Establish retention, classification, storage and disposal standards 

for all vital records. 

> Conduct periodic reassessments of all vital records to ensure that 

they are still valid. 

> Consider transferring vital records to microfilm / fiche or CD - ROM. 

> Store paper records in acid - free cardboard cartons or plastic 

containers. 
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> Implement the appropriate safeguard strategies for vital records 

stored on electronic / magnetic media. 

> Store vital records at an off - site location away your officers. Make 

sure that off-site facilitates provide adequate security and 

protection for your records. 
 

Power supply : Power is critical to computing environment. Although we 
often take power supply to computing equipment can result in loss or 

corruption of date and loss of availability. This is true though many 
fluctuations are not noticeable to the average user. In mainframe 

environment, it is common to provide protection of computing equipment 
through UPS (Uninterruptible Power Supply ) systems, connection to two 

different power grids, and in some cases diesel generators. 

1. LOGICAL SECURITY 

 

Logical Security is related to software to software access controls. 
Software success controls generally act as barriers between users and 

protected resources. The process of access control is based on tow points 
of authorization and authentication. Authorization is carried out by a 

responsible official, Who determines and grants need - based rights to 
individual users. Authentication is the actual verification to the identity of 

the user who is attempting to login. Password technique is the popular 
mode of granting entry to the system. Use of time - tested encryption 

methods can also go hand in hand with the use of passwords. 
Some computer systems may require additional security features for 

particular application, which are generally supported by the operating 
system. These can be classified as under. 

(a) Multiple types of acces control - at user level, terminal level, menu 

level, field level and application level. 

(b) Internal access controls - based on information such as date, time, 

terminal location, and user identification. 

(c) Limiting the number of unsuccessful tries and locking out the 

requester and simultaneous broadcasting of such event to all users. 

(d) Automated audit trail of tracking of access situations. 

(e) Limiting privileged access on directories and utilities. 

(f) Encryption of date and files. 
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The selection of software security is based on the existing computer 
application environment, the ease and accuracy of installation, capability 

to support operational environment, and maintenance. 

Security Code Generators : A bunch of hardware access controls devices, 
variously referred to as security key generators, see - through security 

devices, hand - held keys, decoders, and access - control encryption card, 
which would monitor delivery of a „One - time‟ password or coordinating 

host. Here, the advantage over conventional passwords is prevention of 
observation and reentry of an intercepted password. The Security code 

generator process employs a technique that causes successive password 
entered by a user to differ in unpredictable ways. The generation of 

security codes or passwords is aided by a hand - held device carried by 

the user. 
Smart Cards : These are cards that contain a microprocessor or equivalent 

means of logically processing date, a memory for storing data and 
dedicated security logic. Some smart cards even have keypads, a screen 

and internal power in addition to the usual smart card features. The smart 
cards are self - verifying security cards used power in addition Viz., Debit 

cards, credit cards, telephone charge cards and record repositories. 
 
Access Controls 

Access Controls: are controls designed to prevent, or limit the likelihood, 

of unauthorized access to data files or programe. Access controls which 

can be built into a system‟s software are : 

(a) Passwords 

(b) Personal identification of the user, and 

(c) Encryption and authentication. 

Passwords 

 

Passwords are „a set of characters which may be allocated to a person, a 

terminal or a facility which are required to be keyed into the system 
before further access is permitted‟. Passwords can be applied to date files 

as well as program files. The terminal users can be restricted to the use of 
certain files and programs (e.g.in banking system, clerical grade staff are 

allowed to access certain routine programs only. 

The restriction of access to a system with password is effective and widely 
used but the widespread and growing use of personal - computers and 

distributed systems is making isolation virtually impossible. The wider use 
of information systems requires that access to the system becomes 

requirements for access a rigidly enforced isolation of the system may 
significantly reduce the value of the system. 
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Virtually all multiuser systems use passwords. In order to access a system 
the user needs first to enter a string of characters as a „Password‟. If the 

entered password matches one issued to an authorized user the system 
permits access. 

Some system - software (e.g. Oracle) comes with default password. It is 
essential that theses be changed if the system is to be at all secure. This 

is particularly important to guard against external penetration of the 

security system since such common passwords may become widely known 
to the people. 

Passwords ought to be effective in keeping out unauthorized users, but 

they are by no means foolproof. Experience has shown that unauthorized 
access can be obtained. 

(a) By experimenting with possible passwords, an unauthorized can 

gain access to a program or file by guessing the correct password. 
This is not as difficult, it may seem when many computer users 

specify „ obvious‟ passwords. 
 

(b) Someone who is authorized to access the system may tell an 

unauthorized person what the password is, perhaps through 
carelessness. 

The main drawback to using password is that they rely upon to use them 
conscientiously. Passwords need to be random since the easily - 

remembered passwords are also highly predictable. Therefore a password 

system requires both a software and strong organizational policies if is to 
be effective. 

All attempted violations of security should be automatically logged and the 
log checked regularly. In many new multiuser systems, the terminal from 

where the unauthorized user attempting the violation may be 

automatically disconnected, or that account will be automatically locked 
by the system after a certain number (say 3) of unsuccessful attempts. 

PINs 

In some systems, the user might have a special PIN (Personal 
Identification Number) which Identifies him or her to the system. 

According to what the user‟s PIN is, the user will be allowed access to 
certain part of the systems, but forbidden access to other parts. An 

example of authorization systems with PINs is cards for banks‟ each 
dispensers. The cash dispenser checks the PIN code on the magnetic strip 

of the card against the code number keyed in by the cardholder, and 
codes must match before the cardholder is allowed to withdraw any cash 
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Encryption and Authentication 

When date is transmitted over a telecommunication link of network, there 
are two main security dangers, unauthorized access by an eavesdropper, 

and direct intervention by someone who sends false message down the 
line, claiming to be someone else - so that the recipient of the message 

will thick that it has come from an authorized source. 

Encryption is the only secure way to prevent eavesdropping (since 
eavesdroppers can get passwords by tapping the line or by experimenting 

with various likely passwords). Encryption involves scrambling the data at 
one end of the lineal transmitting the scramble data, and unscrambling it 

at the receiver‟s end of the line 

Authentication is a technique of making sure that a message has come 

from an authorized sender. Authentication involves addition an extra field 
to a record, with the contents of this field derived from the remainder of 

the record by applying an algorithm that has previously been agreed 
between the senders and the recipients of date. 

4. NETWORK SECURITY 

While network environment has definite advantage over the stand - alone 

systems, the security risk involved is also higher. The very Physical range 
of networks spawns a lot of problems, requiring greater protection against 

intruders / infiltrators. An instruction is somebody attempting to break 
into or misuse systems. 

The primary ways an intruder can get into a system are : 

(a) Physical Intrusion : if an intruder has physical access to a 

machine (i.e.they can use the keyboard or take apart the 
system), they will be able to get it. Techniques range from 

special privileges the console has, to the ability to Physically take 
apart the system and remove the disk drive (and read /write it 

on another machine) 

(ii) System Intrusion : This type of hacking assumes the intruder 

already has a low - privilege user account on the system. If the 

system doesn‟t have the latest security patches, there is a good 
chance the intruder will be able to use a known exploit in order 

to again additional administrative privileges/ 

(Hi)   Remote Instructions: This type of hacking an intruder who 
attempts to penetrate a system remotely across the network. 

The Intruder begins with no special privileges. There are several 
forms of this hacking. For example, an intruder has a much more 

difficult itme if there is a firewall between him / her and the 
victim machine. 
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The threats in a typical local are network include: Impersonation, 
eavesdropping, date alteration and Denial of Service. 

Impersonation : If refers to the possibility of some one sending a 
message, which appears to have been sent from someone else. This can 

threaten contractual messages, such as orders and invoices. In a network 
environment, Om[resomation can take forms such a s- forging the „ 

sender‟ field in en e-mail message, falsifying the source IP address for 

establishing a network connection, or hijacking an existing connection 
between two computers. 

Eavesdropping : It refers to the possibility of date being read by someone 

other than the intended recipients. For example, a competitor may 
intercept your proposal to a bid or your department plans. Generally, 

eavesdropping is simpler for an attacker to accomplish than 
impersonation, and is hardr to dtect. 

Date Alteration : It refers to the risk of interception that results in 
tempering with date, that is, the possibility of date being changed in such 

a way it appears legitimate, but no longer represents the originators‟ 

intention, For example, the intruder may change a „buy‟ order to „sell‟, or 
adding to a bid. 

Denial - of -service (DoS) attacks : where the intruder attempts to crash 
a service (or the machine), overload network links, overloaded the CUP, 

or fill up the disk. The intruder is not trying to gain information, but to 

simple act as a vandal to prevent from making use of machine. 

An Intrusion Detection System (IDS) is a system for detecting such 
intrusions. IDS can be broken down into the following categories. 

(a) Network intrusion detection systems (NIDS) monitors packets on 
the network wire and attempts to discover if a hacker / cracker is 

attempting break into a system or cause a denial of service attack. 
 

(b) System integrity verifiers (SIV) monitors system files to find when 

and intruder changes them, thereby leaving behind a backdoor. One 

such famous system is „Tripwire‟. A SIV may watch other 
components as well, such as the windows registry and 

configurations, in order to find well-known signatures. It may also 
detect when a normal user somehow acquires root/administrator 

level privileges. 
 

(c) Log file monitors (LFM) Monitor log files generated by network 

services. In a similar manner to NIDS, these systems look for 

pattern in the files that suggest an intruder in attacking. A typical 
example would be parser for HTTP server log files that looking for 

intruder who try well - known Security holes. 
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The intrusions may be detected by using the methods of 

(a) Anomaly detection 

(b) Signature recognition 

 

(a) Anomaly detection : The most common way people approach 

network intrusion detection is to detect statistical anomalies. The 
idea behind this approach is to measure a “ baseline” of such stats 

as CPU utilization, disk activity, user logins, file activity, and so 
forth. Then, the system can trigger when there is a deviation from 

this baseline. The benefit of this approach is that it can detect the 
anomalies without having to understand the underlying cause 

behind the anomalies. For example, let‟s say that you monitor the 

traffic from individually workstations. Then, the system notes that at 
let‟s say that you monitor the traffic from individual workstations. 

Then, the system notes that at 2am, a lot of these workstations 
start logging into the serves and carrying out tasks. This is 

something interesting to note and possibly take action on. 
 

 

(b) Signature recognition : The majority of commercial products are 

based upon examining the traffic looking for well - known patterns 

of attack. This means that for every hacker technique, the engineers 
code something into the system for that techniques. This can be a 

simple as a pattern match.  
 

The classic example is , every packet on the wire for the pattern “ 
/ cgi-bin/phf?”, which might indicate somebody attempting to 

access this vulnerable CGI script on a web - server. Some IDS 
systems are built from large databases that contain hundreds or 

thousands of such strings. They just plug into the wire and trigger 
on every packet they see that contains one of these strings. 

Other network security measures besides IDS are : 
 

    Firewalls : The firewall refers to network connecting an internal 

private corporate network to an external, public network such as 
internet, The aim of firewall system is to protect corporate network 

users form outside attack most people think of the firewall as their 
first line of dense. This means if intruders figure out how to bypass 

it (easy, especially since most intrusions are committed by 
employees inside the firewall), they will have free run of the 

network. A better approach is to thick of it as the last line of 
defence. Make sure machines are configured right and intrusion 

detection is operating, and then place the firewall up just to avoid 
the winnable script - kiddies. Note that routers these days can be 

configured with some firewall filtering. While firewalls protect 



40 

 

external access, they leave the neteowrk unprotected from internal 
intrusions. It has estimated that 80% of losses due to “ hackers” 

have been internal attacks. 
 

VPNs (Virtual Private Networks) : VPN crates a secure connection 
over the internet for remote access ( e.g. for telecommutes). 

Example 1 :Microsoft includes a technology called PPTP (PPP Over 

TCP) built into Windows. This gives a machine two IP addresses. 
One on the Interenet, and a virtual one on the corporate network. 

Example 2 : IPsec enhances the traditional IP Protocol with security. 
    Encryption : Encryption is becoming increasingly popular in secure 

message transmission, in which the message is transformed into an 
ineligible character string and transmitted over the network. We 

have choice of e-mail encryption (PGP, SMIME), file encryption (PGP 
again), or file system encryption (BestCrypt, PGP again). 

     Lures/honey pots : Programs that pretend to be a service, but 

which do not advertise themselves. It can be something as simple 
one of the many Back office emulators, or as complex as an entire 

subnet of bogus systems installed for intruder detection purpose. 

5. BIOMETERIC SECURITY 

Biometric Characteristics of a person can be other than biological 
characteristics like fingerprints. These can include automated 

measurements of personal performance, where the performance 
characteristics are unique to a person. The automation generally consists 

of transuding some analog measurement of a physical or behavioral 
characteristic, converting converging the analog „signal‟ (Voltage, current, 

Optical, Or infracted intensity) to a digital sequence, processing the 
sequence through some algorithm, usually proprietary and try to match 

the output to a catalog of reference records. 

The following are the widely used biometric techniques : 

Signature Recognition: Signature is the most commonly used mode of 
identity verification, But the ordinarily discernible pattern is not the one 
biometric signature recognition systems depend on Biometric signature 
devices operate by signature dynamics, i.e., how a signature is written 
and not as the pattern indicates. It takes into account the time, history of 
pressure, velocity, direction and acceleration. Several Signatures are 
needed for initial registration and recognition. Characteristics can be 
averaged, as it has been observed that individual portions of a signature 
may differ more than the parameter average. One device makes us of a 
ballpoint pen, directly evaluation pressure and velocity on the writing 
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surface. The salient requirements of signature verification are user ease, 
familiarity and adequate accuracy. 

 

Fingerprint Recognition : of all biometric characteristics, fingerprints are 

supposed to be most unique, Fingerprints are images of papillary ridges in 
the outer skin layer of fingers. Reasonable accuracy and ease of 

measurement are the hallmarks of fingerprint verification. And these 

methods for identification purpose have been used from ancient times by 
law enforcement authorities, especially the British government, which 

classified, field and used fingerprints for systematic identification. Like in 
the case of a signature, it is better to register more than one finger, as a 

measure of precaution in the event of finger injury of a soiled finger. 
 

Palmprint Recognition : Palmprints are similar to fingerprints, but a larger 
area of operation and more extensive features and hence are easier than 

fingerprints for verification purpose. 
 

Hand - geometry Recognition : Hands are the next logical step in 
biometrical identification process and hands offer several measurable 

physical charterisiotcs that are unique to an individual. These devices 
operate by measuring a three dimensional image of the hand. In case of 

injury or fingernail length change, reenrollment might be an occasional 

requirement. 
 

Voiceprint Recognition : This type of biometric device is based on the 
principal of voice recognition, akin to that on telephone. One of the 

techniques develops a time - dependent correlation and mannerism 
records. Security features include techniques to combat the use of tape 

recordings for spoofing. 
 

Eye Retina Pattern Recognition : From the viewpoint of an 
ophthalmologist the retina patterns are quite unique. This fact has been 

advantageously utilized in biometric devices. The verification device uses 
an infrared beam to scan the back of the eye in a circular pattern and a 

detector measures the reflected light. If the measurement object 
maintains correct visual orientation, then the assement of the patter 

obtained is quite clear. This technique is also used in bank‟s ATM access. 

 
 

 
 

 
 

 
  




